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[MAKCUM|
HASHAYEHUE ANTMA3 «MAKCUM-M1»

AMMA3 «MAKCUM-M1» (nsgenve M-643M1) — annapartHO-NpOrpaMMHbIA MOAY b AOBEPEHHONM 3arpysku
MOXET MCMONb30BaThCH Ha TeppuTopumn Poccuiickoi Denepalmm B kayecTse cpeactsa 3awmntbl o1 HCI, K TeXHU-
4eCcK1M, MPOrpaMMHbLIM 1 MHMOPMaLMOHHBIM pecypcam MNOBM, obpabaTtbiBatoLmx MHGOPMaLMIO, coaepXka-
LLYIO CBELIeHWS], COCTaBNSAOLLME rOCYOAPCTBEHHYIO TaliHy, CO CTENMEHbI0 CEKPETHOCTU 0 «COBEPLLUEHHO CEKPET-
HO» BKJIIOYUTENIBHO, a TakXe KOHPUAEHLMANbHYIO MHDOPMaLMIO C YPOBHEM 3awmTbl 0 KA1 BKIKOYUTENBHO.
ANMA3 <MAKCUM-M1» cooTBeTcTBYEeT TpeboBaHusam PCB Poccum k AMMA3 3BM no knaccy 16.

CEPTUDUKAT COOTBETCTBUA

®CB Poccum
No C®/027-1879 oT 29 ntoHsa 2012 .

ANMA3 «MAKCUM-M1» OBECINEYUBAET:

v JByXdaKTOPHYIO OAEHTUDMKALMIO U ayTEHTUDUKALMIO NOJSIb30BATENEN HA 3Tane HavyaibHOW 3arpy3ku
0o nepepayn ynpaenenus OC.

v BeneHve B aHEProHE3aBNCUMOW MaMATM HELOCTYMHbIX AJ1 CTUPaHUS XXYPHaI0B perncTpaumm
coObITNIM ayTeHTUdMKALIMN NONb30BaTENEN U KOHTPONS LLENIOCTHOCTU.

v KOHTpO/b CPOKOB AENCTBUSA KitoUern 1 cnyxebHon nHdopmMaLmm nosib3oBaTene ¢ UCnosib30BaHUEM
4aCoB peaJjibHOro spemMmeHn ¢ aBTOHOMHbIM NMUTaHNEM.

v KOHTpOsb LLEeNoCTHOCTM 06nacTen onepaTMBHOM NAMSTU, 3arpy304HbIX 00/1aCTEN XXECTKNX ANCKOB,
obnacTtei xypHana darnoBoi cnctemsl U dannos ans dannosbix cuctem FAT16, FAT32, NTFS 3.0,
NTFS 3.1, Ext2, Ext3 n Ext4.

v/ dusunueckuii gaTunk CllydamHbIX Yicen ans GopMrUpoBaHns Naponas ayTeHTudrkaumu,
CcooTBeTCTBYIOLNI TpeboBaHnam PCB.

v/ BawwmTy oT nogGopa naposnsi.
v KoHTponb uenoctHocTtm peectpa Windows.

KJTACC SAWWNLLEHHOCTN ABTOMATN3NPOBAHHbBIX CUCTEM

ANMMA3 «<MAKCUM-M1» MOXeT NCrnoJib30BaTbCHA B COCTAaBE aBTOMATU3NPOBAHHbLIX CUCTEM Klacca 3aLlm-
LeHHoCTM 0o 1B Bkao4YnTenbHO.

Mpynna AC 3 rpynna 2 rpynna 1 rpynna

O,D,HOI'IOHI:-3OBaTeJ1bCKaﬂ MHoronosnb3oBaTtesibckas MHoronosnb3oBartesibckas
C paBHbIMU NMNOJIHOMO4YUAMU C pa3HbIMU MOJIHOMOYUAMU
Knace AC 36 3A 26 14 1r 1B

- -] -] - \\\N\Q “‘&\\\

Knacc mexceTeBbIx 9KpaHOB

Knacc CBT //;/7 %/ ///{/ %// ///////4/// {//////%//g //%/// 7
YpoBEHb KOHTPOSIA / / %/ / /2/
orcyteteus HAB g ///// //// /////// S ///// /

[/ A OC CH «Astra Linux Special Edition» S\ AMMAS3 «Makcum-M1»

Kommepueckas TaiiHa MepcoHanbHble faHHbIe lfocypapcTBeHHas TailHa



XAPAKTEPUCTUKKN ANTMA3 «MAKCUM-M1»

TEXHUHECKHWE XAPAKTEPUCTUKIN
N dDYHKUMNOHAJIbHBIE OCOBEHHOCTU ANMA3 «MAKCUM-M1»

=T\ AnNMAs ObGecne4yuBaeT 3aLUUTYy:
«Makcum-M1» r _

'

—
== N —
Cepsepos Pa6ounx cTaHLmii MoHo6nokoB TOHKIX KNMEHTOB

imt N | )

MoppepXxueaeTt onepaunoHHbIE CUCTEMBI:

ASTRALINUX IR LINUX WINDOWS My
ASTRAT LINUX Aupo 26 A ooopensarr . LA

Server 2003/2008  \Afindows

ASTRA LINUX SPECIAL EDITION uam 3.x.x

Mnara paclypeHys TMnopasmepa @—o ® BO3MOXHOCTb NOAKNOYEHNS
Low Profile MD1 (65x120 Mm) LWECTV BHELHMX AaT4/KOB C
B cootsetcTBin ¢ PCI LBS, BbIXOZ@MM TMa «CYXOW KOHTaKT»
Bepeus 2.3 1151 00ecneyeHns MOHUTOPIHIa
COCTOSHNS Y3108 APM

Paamep 6a3bl JaHHbIX
nonb3oBarenei

APM ABI rpynnel APM
1000 3anuceit
(brKCMpOBaHHOTO hopmara

Pa3mep xypHana perucmaumm\»—
COObITUIA KOHTPONS LLEENOCTHOCTM:
16384 3anucu

dukcupoBaHHoro dopmara

Tun npumeHsembix AH:
iButton (Touch Memory)
DS1995 nnn DS1996

BctpoenHas SHI

o6bemom 128 Mb — 16 b,
o6ecneynBaoLLas BO3MOXHOCTb
3aLLMLLEHHOMO XPaHEeHWA AaHHbIX

Pa3mep 0CHOBHOrO XypHana
perucTpauuy cobbiTuii:
1024 3anucu
dukcupoBaHHoro dopmara

N J 1 3arpyskn OC cpencTeamu
CTaHAAPTHbIX MPorpamm
s 3arpys4nkoB
®usunyecknit gaTunk
CNyyaiiHbIX yucen Vs ~
N » MakcumanbHoe yucno APM,
00beANHEHHbIX
e B aJMUHUCTPATUBHYIO rpynny: 256
LLInHa PCI-32
C YHVUBEPCA/IbHbIM MUTAHUEM MakcumansHoe uncno APM,
(3,3 unn 5 B) Ha KOTOPbIX MOXET ObITb
3aperucTpupoBaH
unn PCle 1x AHI nonb3oBatens: 256
\ = J
L———e MakcumanbHas anexktpuieckas
7 ® [lonnepxka 3arpyskn OC MOLLHOCTb, NOTpEOAsIemMas nnaroi
NOAAEPXKA (U)EF C NoMoLLpio EFI-COBMECT/MbIX ANMA3 ot Gnoka nutays MOBM,
" LEGACY/PNP BIOS 3arpy3yrkos He npesblwaer 10 BT
(. J/

Buabl 3awmuwaemon nidopmaunm

Kommepuyeckas TaiiHa lMepcoHanbHble AaHHbIE locypapcTeeHHas TanHa




[MAKCUM
KOMMJIEKT NMOCTABKUM AINMMA3 «MAKCUM-M1»

TN CHATBIBATENS © o AHI KJTOM

BbIBOZ, CYXUX

( b TANIbBAHNYECKUKX
’ DS 1995 OATYMKOB

DS 1996

KABEJIb BJIOKMPOBKN
MO CUTHAJTY RESET

\_ CynbiBaTENb BH@UJHW\/

KABEJIb BJIOKMPOBKN
M3BM M0 MUTAHUIO

: e o, OSHEPTOHE3ABUCHMASA
il = AR NAMATD:

-3 MICRO SD KAPTA
EMKOCTBIO 2-32 s

\Cwmb\BaTeﬂb BHYTDEHHMI 3,25 / 5,25/

NHOWUKATOP o—’
OVWATHOCTUKM ANIMA3
/Hopkarop amarHoCTvku

ANs onpeaeneHms
HencnpasHocTen ANMZ3

NOALEPXKA (U)EFI
N LEGACY/PNP BIOS
1 NONY4eHNA TeKyLero
coctosHug ANM/3 8o

TN WKWHbI: "
BCEX PEXVIMAX €ro PCI, PCle
paboThl

. J
HanmeHoBaHMe KOMMOHEHTA BapunaHTbl NOCTaBKM KOMMNOHEHTA KonnyecTtBO
PCI
Mnata ANMMA3 PCLE 1 wryka

BHewHwii (nocTaBnaeTcsa ¢ KpenneHnem)

CuutbiBatens AHI Tuna iButton 1 wryka
BHyTpeHHui 3.5"
BHyTpeHHui1 5.25"
Ka6enb 6noknposky NMN3BM
Kabenb 6,10KMPOBKM 1 wTyKa
Ka6enb 6nokmpoBku no RESET
O6a BapvaHTa kabens (KoMmniekT)
CbeMHbIn HakonuTenb microSD OnuuoHanbHo 2-32 6 1 wTryka
AHIT Trna iButton (MoXxeT nocTtaBnATLCS B 1I0OOM HEOOXOAMMOM KOJINYECTBE) 1 wTyka
MporpammMHoe obecneyvyeHne n gokymeHtaumsa Ha CD 1 wryka
OononHntenbHoe o6opyaoBaHue (B kKoMmmnekT noctaBku AINTMO3 He BXOOUT)
Mnonkatop anarHoctmku ANMA3 OMuUUOHaNbLHO
AHTI1 poccbinbio OrnuMoHanbLHo

Kommepueckas TaiiHa MepcoHanbHble faHHbIe lfocypapcTBeHHas TailHa



CXEMA AAMNHNCTPNPOBAHNA ANTMA3 «MAKCUM-M1»

LEHTPAJTIM3S3OBAHHOE YIMNPABJIEHVNE

-

APM ABU

=t

1-arpynna

~O —

" o2569BM
B! Brpymne )

Ha oaHoit 9BM MoxHO
3aperncTpupoBarb o 256
3anuceit (13 KoTopbix 2
3anncy - afiMUHICTPATOPbI)

0 —

7 Mo2569BM

X Brpynne )

Ha oaHoit 9BM MoxHO
3aperncTpupoBarb o0 256
3anucei (13 KoTopbix 2
3anncy - afiMUHICTPATOPbI)

Kaxpblit nonb3osatenb
MOXET ObITb 3aPErucTpUPOBaH
Ha 256 9BM

Anmuuctparop
6esonacHocTn
UHhOpMaLM

Yucno
riosib3oBaresneri 6asbl

AaHHbIXx APM ABU —
1000 3anuceri

JlonxHocTHO® Monb3osarens

Mo

OEUEHTPAJTTIMSOBAHHOE YINPABJIEHUE

APM APM
APM Al
] el
228 = . =~0
= 0@ - A ¥ A
’ ©e00e Q2 ' 000
------------- Oproro nonb3osarens
Do 255 nonb3osareneii PErHCTPUPYIOT B 2-X Ga3ax AaHHbIX
nonb3osarenei Ha APMax

Buabl 3awmuwaemon nidopmaunm

Kommepuyeckas TaiiHa lMepcoHanbHble AaHHbIE locypapcTeeHHas TanHa




MPUMEP CO3OAHUNA BE3MCKOBbLIX PABOYMX CTAHLUNI

YHUDMUMPOBAHHOE pelleHne npegHasHadyeHo OJ19 CO34aHUa 3allULLLEeHHbIX aBTOMaTU3UPOBaHHbIX
cucTteM, obpabdarbiBaloLLmnX MHOPMAaLLMIO 00 rprda «CoOBEPLUEHHO CEKPETHO» BKIIIOYUTESIbHO.

KntouyeBoii 0CO6EHHOCTBLIO KOMIMJIEKCA ABNSAETCH OTCYTCTBME HA HOCUTENSAX MHDOPMaLLMU OrPaHNYEHHO-
ro goctyna (Bca MHpopMaLms XpaHUTCS Ha CepBepeE).

BE3NCKOBAS PABOYAS CTAHLMA
Mpoueccop: noaaepxuearoLmin apxuTekTypy x86 64 CEPBEP
OnepatuBHas namatb: 0T 2 Ao 32 [0 / XKecTkuii AUCK: OTCYTCTBYET
Bupeokapra: unterpuposanHas / Cetb: 10/100/1000 Base-T, ontuka
0
L 0
O
0
O
ANMA3 «<MAKCUM-M1» READ-ONLY ONEPATMBHASA ANMA3 «<MAKCUM-M1» JINCKOBbIVA
(M-643M1) ON3LLI-HAKOMUTEb NAMSITb (M-643M1) RAID-MACCUB
CepTnduumpoBaHHoe CepTédnumpoBaHHoe —
—
CPELCTBO 3aLLMTbI READ-ONLY CPELCTBO 3aLLUTbI 0OC Astra Linux
MHGOpMaLmm ot MHOpMAaLM OT . L
N BpeMeHHoe SpeCIaI Edition
HECaHKLIMOHNPOBAHHOMO OC Astra Linux Xpaterye HECaHKLMOHUPOBAHHOTO
HoeIE ot E e M0/b30BaTeNbCKOI HoenE WES-cepsep
Bpaysep 1 cnyxe6Hoi CYBA,
OducHbIi naket MHpOpMaLu CepaepHble
CNyX0bl
crno
9HeproHe3aBucHUMas —
namab: Basa faHHbIX
microSD kapta . <
WHdpopmaunoHHble
pecypcbl
\_/
v" MogynbHas annaparHas v" MOBWUIBLHOCTL U KOMMAKTHOCTb
M nporpamMmmHas I'IJ'IaTCDODl\/Ia v Bbicokasa n PON3BOANTENBHOCTb
v CpeacTsa 3aumTsl nHbopmaumy, v’ Besavckosas pabodas cTaHUms
CeEPTUPULIMPOBAHHbBIE DCE Poccun, v JlerkocTb opraHnsaunm paGOqero MecTa

DCTAK Poccum 1 MuHo60poHsl Poccuy v BeicTpas 3ameHa APM B criydae nonomMkm

Kommepueckas TaiiHa MepcoHanbHble faHHbIe lfocypapcTBeHHas TailHa
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TPEBEOBAHNA

TPEBOBAHUA K OBOPYOOBAHUIO 1 NMPOIrPAMMHOMY
OBECIEYEHUIO

K o6opynosaHuto 1 NO BblABUralOTCs cneayioLme TpedoBaHus:

+ nnara ANIMA3 yctaHasnvBaeTcs B [TOBM, OCHaLLEHHbIE NPOLLECCOPaMN C apPXUTEKTYPOW
x86/x86-64 knacca Pentium nnu BbiLLE;

+ ona nogknodeHus ArNMMA3 cuctemHaa nnarta N3BM ponxkHa ObiTb OCHaLLLEHA CUCTEMHOW LLUWMHOM
PCIl Bepcum 2.3 ¢ HanpsixxeHnem nutadusa 3,3 nnu 5 B unn PCle Bepcun 1.0, Ha KOTOPOW OOMXKEH
ObITb B HANIN4YMN XOTS Obl OANH CBOOOAHLIN Pa3beM;

+ BIOS NM3BM pomkeH COOTBETCTBOBATbL OAHOM N3 NEPEYNCIIEHHBIX CReumduKaumn:

PnP BIOS Bepcun 1.0A / EFl Bepcum 1.10 / UEFI Bepcun He Huxe 2.1;

+ PnP BIOS MN3BM ponxeH nogaepxmneatb QyHKLMKX, onpeaensemslie crneuydukaumen BIOS EDD
Bepcun 3.0;

« B OC Windows 2000 gonxHo 6bITb ycTaHOBIEHO 0OHOBNEHMe KB835732;

+ (U)EFI BIOS N3BM ponxeH obecneymBaTth BbIMOJHEHME NPOrpPaMMHbIX MOAYNEen A5 annaparHon
nnatdopmbl X86-64 (x64/AMD64/Intel64/EMBAT);

+ pasbeM NuTaHus cuctemMHom nnatel MOBM ponxeH otBevatb TpedoBaHuamM cneuydukanymm ATX
1 nmeTb 20 nnn 24 koHtakTa, 6510k NuTaHusa NMBOBM gonxeH yaoBneTBopsATh TPe6OBaAHUAM
cneundukaumm ATX.

IKCINYATAUNOHHbBLIE O PAHNYEHNA

ANMA3 npenHa3HadeH ons npumeHeHus B NMI3BM, yooBNeTBOPSAOLWMX NPUBEOEHHbI HUXE 3KCMyaTaLNOHHbIM
OrpaHnNyeHnsIM:

1) cuctemHas nnara NBBM gonxHa MMeTb XOTSA Obl 0AVH N3 Pa3bLEMOB:

« ONA nogkto4eHnda kabensa 61oka NUTaHug;

* INS noAayun curHana cuctemHoro copoca (RESET);

* A5 N0OAa4Yun cUrHana BKAYeHUs/Bblkato4eHns nntanusa N3BM (POWER_OFF);

n obecneymBaTb BO3MOXHOCTb MOAK/OYEHUS kabena 6nokupoBku MNMOBM mnnn kabena 6nokmposkn MNOBM no
curHany Reset, Bxogsuwero B coctas AlNMM3.

2) npu akcnnyatauum ANIMA3 Ha M3BM agMnHNCTPATOPOM AOMKHbI OblTh 3anpeLLeHbl PEXMMbI SHEProcbepexe-
HUs, Takme Kak «Standby» n «Hibernate»;

3) npu ucnonb3oBaHum ANMM3 He NnoaaepXrBaeTCs:

+ KL, dparinos, npeobpasoBaHHbIX KpunTorpaduyieckummn nporpammamm (BestCrypt nnm aHanormyHbiMm), nporpam-
Mamu cxaTtuma auckos (Drivespace 1 aHanormyHbIMu) U T. n.;

+ KL, ona normyeckmnx oUCKoB, SBNaoLLmMxcs Habopamm ToMOB (Hanpumep, LVM, StripeSet, Software RAID);

+ KL, cekTopoB, pa3dmellaLimnxcs 3a npeagenaMmu nepsbix 8 ', npu ycnosumn, 4To XoTs Obl OANH U3 HECKOJTbKMX
XecTKknx anckoB NMNOBM He nopaepxmnBaeT paboTy C pacLLuMpeHHbIM HaBopoM dYHKLMIA cucTemHon BIOS;

* KOHTPOJb aIbTEPHATUBHbBIX MOTOKOB AAHHbIX A5 ANPEKTOPUIA (KOHTPOIMPYIOTCS TOMIbKO a/ibTEPHATMBHbLIE MOTOKU
OaHHbIX ana ¢annos);

+ KL, dpainnos., pacnosioxeHHbIx Ha pasagenax (tomax) ¢ @C NTFS, onsa koTopbix ycTaHOBNEHHas U HacTpoeHHas OC
noaaepXmMBaeT BO3MOXHOCTb Pa3iIMyeHns permcTpa CMMBOJIOB UMEH (alioB;

4) npun ncnonb3oBaHuy nogcuctemsl KL ANMMMA3 0okHO 6bITb 06€CNEYEHO BLINOIHEHNE CNEAYIOLLMX OrPAHNYEHUIA:
 ANvHa nyTn ntoboro koHTponupyemoro gaina B8 OC Windows (ana ®@C FAT16, FAT32, NTFS) He nonxHa npeBblllaTh
256 CMMBOJIOB;

 AnvHa nyTm ntoboro koHTponupyemoro darina B OC Linux (ons @C Ext2, Ext3, Ext4) He gosixHa npesbillaTb
1024 cuMBONOB;

Kommepuyeckas TaiiHa [epcoHanbHble AaHHbIE locypapcTBeHHas TanHa
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TPEBEOBAHNA

* KONIMHECTBO KOHTPOMMPYEMbIX (PaoB HE AOKHO NpeBbiwaTh 4095;

* YMUCJI0 KOHTPOJIMPYEMBIX 3annCeN peecTpa He AOJIKHO npeBbiwatb 1023;

* KOJINYECTBO KOHTPONUPYEMbIX GanfioB peecTpa He A0JIKHO NpeBbILaTh 255;

- pasmep 6noka gaHHbix ana AC Ext2, Ext3, Ext4, NTFS He gonxeH npesbiaTh 4 KB;

* He 40MyckaeTcs NCMNOoJib30BaHMe CUMBOJIbHbLIX cebilok B PC NTFS (NTFS Symbolic Link), Touek coeguHeHuns
OC Windows (Windows Junction Point), )xecTkux ccbinok @C NTFS (NTFS Hardlink);

5) npu ucnonb3oBaHun AMNMA3 obecneumBaetcs paboTa (noacuctembl KL m yTUAnTbl 4TeHUS cnyxxebHomn
nHdopmaLmn) Tosbko coBmectHo ¢ OC Windows 7 (32 n 64 6uT), 2008 Server (32 1 64 6uT), Vista (32 n 64 6uT),
2003 Server (32 n 64 ouT), XP, 2000 Server/Workstation, a Takxe Linux (c aapom 2.6.x nam 3.X.x).

CIMNMEUWMAJTIBHBIE YCJTOBUHA

AMNM3 MoxeT Mcnonb30BaTbCs Ha Tepputopun Poccurickori depepaumm B ka4ecTBe cpeacTsa 3awmtel ot HC,
K TEXHUYECKMM, MPOrpaMMHbIM U WHPOPMaLMOHHLIM pecypcam [NM3BM, obpabaTtbiBaloLlmx WMHGOPMaLUIO,
COoAep>KaLLylo CBEAEHNS, COCTaBASIOLLIME FOCYAaPCTBEHHYIO TalHY, CO CTEMEHbIO CEKPETHOCTM A0 «COBEPLUEHHO
CEeKPETHO» BKIIOYNTENBLHO, a TakxXe MHDOPMaLMIO, He COAEP>KALLYIO CBEAEHWUN, COCTAaBAALNX FOCYAAPCTBEH-
HYIO TarHy (KOHDUAEHUMAaNbHYIO MHGOPMaLNIO C YPOBHEM 3awmTbl 00 KA1 BKAKOYNTENBHO), NPU BbINOJIHEHUN
CNenyLmx yCI0BUN:

* COXpPaHeHVe B TaliHe NepCOHabHbIX ayTEHTUHUKATOPOB, 3anmcaHHbix B AHI, naponer agMMHMCTPaTOPOB U
nonb3oBaTenen, naeHTudgukaTopa n rnaBHoro knya ArNMA3 (8o BHyTpeHHen SHI nnatel ANTMA3);
+ cobnoaeHne yCnoBuin U MpaBu 3KCMJlyaTaLmm, YCTaHOBIEHHbIX B 9KCMJlyaTaLWOHHOW JOKYMEHTaLUN.

A Tak>e npu BbIMOJIHEHUW CleayoLnx TpeboBaHuii:

1) anqa skcnnyatauum ANIMA3 B coctae NM3BM fomkHbl 6bITb NPOBEAEHDBI UCCIEA0BAHNS TEXHUYECKNX CPEACTB
NM3BM (B TOM yncne nccnenoBaHUs CUCTEMHONM nporpammel BIOS) Ha npegMeT oTCYyTCTBUS B UX peannsaumm
annapaTHO-NpPOrpamMmMHbIX MEXQHU3MOB, KOTOPbIE MOIYT MPUBECTU K HAPYLLUEHUIO MPaBUIbHOCTU (PYHKLIMOHUPO-
BaHuA N3BM n ATIMA3 nnu Kk yTeuke 3awmuiaemon nidopmaumm. MiccnepnoBaHus A0KHbI IPOBOAUNTLCS CRELn-
anM3npPoBaHHOW OpraHn3aumen c NOCIeayoLLen 3KCNepTn30om B YCTAHOBSIEHHOM MOPSAKE;

2) Npy TpPaHCMOPTMPOBKE U XpaHeHun AMMA3 0omkHbl ObiTb MPUHATH OPraHN3aLMOHHO-TEXHUYECKNE MEepbI,
ncknoyaowme HC k ero nporpamMmMHbIM 1 annapaTHbIM CPeacTBaM;

3) npu akcnnyataumn ANMO3 00KHBI ObiTb MPUHATLI OPraHM3aLNOHHO-TEXHUYECKNE MEPbI MO COXPaHEHUIO
LenocTtHocTu kopnyca N3BM, ncknovatowme HCL k annapatHeiM cpencteam AlMMMA3 v TEXHUYECKUM Cpen-
ctBam MN3BM, pacnofioXeHHbIM BHYTPU CUCTEMHOro 6510ka NMABM, nocne yctaHoBKkM 1 HacTponkn AINMMA3;

4) npwu akcnnyaTtaumn AMMA3 [OonXHb ObiTh MPEAyCMOTPEHbI MEepbl, NPEnaTCTBYOLIME Moaudukaumm
(mepenporpamMmmmpoBaHmnio) Kak cucteMHom nporpamMmel BIOS, Tak n pacwmpenuin BIOS B N3BM ¢ ycTaHOBAEH-
HbiM AMNTMA3;

5) npu ycTaHOBKe annapaTHbix KOMNoHeHToB AMTM/13 0693aTenbHO NoakatoYeHne kabens 6noknposku NMOBM no
curHany RESET wnu kabena 6nokmposku NMOBM, Bxogswmx B coctaB Al[IMA3. MNpu nogade curHanos cbpoca
(RESET) n/unn BeikntoveHnsa nutaHna (POWER_OFF) Ha cooTBeTCTBYIOWME pa3beMbl CUCTEMHOM nnatel NOBM
noJsxHa obecnevynBaTbCa nepesarpyska nnu BolkjtodeHue nutaHusa N3BM. Bo3MOXHOCTb BAUSHUSA HA 9TW Mexa-
HM3Mbl CO CTOPOHbI MPOrPaMMHbIX M annapaTtHbix cpencTs N3BM (Hanpumep, nyTem oTkatoveHns n3 BIOS Setup)
00JIXKHA ObITb MCKJTIOYEHA;

6) HeobxoaMMo obecrneynTb HEBO3MOXHOCTb NepeBoga N3OBM B pexumbl aHeprocbepexeHusl, Npu Beixone 13
KOTOpPbIX yripasfieHne He nepenaetca ANMMA3 (Hanpumep, pexumbl S3, S4);

Kommepueckas TaiiHa lepcoHanbHbIE faHHbIE locypapcTBeHHas TalHa
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7) opviH ceaHc paboTbl ANIMA3, T. €. BpeMsa Mexay BkioYeHneM (nepesdarpyskoii) MOBM n Hayanom 3arpyakum
OC, He posmkeH npeBbiwaTth 24 4acos;

8) mosikHa BbITb 06ecnevyeHa HeBO3MOXHOCTb 3arpy3ky OC ¢ BHELLHMX YCTPOWCTB (YCTPOWCTB, MOAKJI0HaEMbIX K
BHELHUM MHTepdeNncHbIM pasbemam MOBM, Hanpumep, SCSI, SATA u T. 4., 32 UCKJIIOYEHNEM YCTPOWCTB,
nogknoyaemMblx no nHtepdericam USB un IEEE 1394);

9) nonmxHa 6bITb 06ecnevyeHa HEBO3MOXHOCTb 3arpy3kn OC co Bcex 3arpy304HblX YCTPOWCTB, 3a UCK/IOYEHNEM
3arpy304Horo cuctemHoro HXM/JL (mnu ycTpomcTBa xpaHeHus), nocne nepenaym ynpaenenuma ot MO ANMA3
nporpamme-3arpy3duky OC;

10) ANMMA3 paspeluaeTtcsa yctaHaBamBatb B [TOBM, atTecToBaHHYO 1 AOMNYLLEHHYO AN 06paboTkn KOHDUOEH-
unanbHo nHpopmMaumnm 6e3 npeabsBneHns Kakmux nMbo AonoSHUTENbHbBIX cneuvanbHbix TpebosaHui. AlMTMA3
paspellaetca yctaHaBameatb B [MOBM, atTecTtoBaHHylo Ans o6paboTkym MHGopmaunm ¢ rpndom He Bbille
«COBEPLLUEHHO CEKPETHO», M MMEIOLLYI0 COOTBETCTBYIOLWEE NpeanucaHue. MNMpu 3ToOM [OJIKHbI BbINOJHATLCA
TpeboBaHUa NpeanMcaHnusa N NepedncieHHble H1Xe TpeboBaHuS;

11) Bokpyr NM3BM c yctaHoBneHHbiM AMIMA3 v cuntbiBatens AHIMN Heobxoanmo obecnedynTb KOHTPOINPYEMYIO
30HY PagAnycoMm, ykasaHHbIM B npeanucaHmn Ha N3BM, Ho He meHee 3 m;

12) pagmnonepenatynkn, CBA3HYIO 1 U3MEPUTENbHYIO annapaTypy, TenedoHHble annapaThl 1 Apyroe 06opynoBa-
HMEe, MMEIOLME LIENU, BbIXOASLWME 3a NPeaesibl KOHTPOMPYEMOW 30HbI, HEOBX0AMMO pacnonarate oT N3BM ¢
ycTaHoBMeHHbIM ANMMA3 1 oT cumTbiBaTens AHI Ha paccTosaHMK, yka3daHHOM B npeanucaHnm Ha MN3BM, Ho He
MeHee 1,2 m;

13) npoBoaa, kabenn n Apyrne TOKONPOBOASLLME KOMMYHMKALMKW, BbIXOASLLME 32 Npeaesibl KOHTPOAMpyeMom
30HbI, HeobxoanMo pacnonaraTtb oT NMOBM ¢ yctaHoBneHHbiM AMNIMA3 1 oT cunthiBaTena AHI Ha paccTosHUM,
ykasaHHOM B npeanucaHnn Ha NMN3BM, Ho He meHee 0,5 m;

14) snekTponutaHue N3BM c yctaHoBneHHbIM AIMMM/A3 He0OX04MMO OCYLLECTBAATL MO0 OT TpaHCchOopMaTop-
HOW NMOACTaHLMU, PACNOJIOXKEHHOW B Npeaenax KOHTPOANPYEMOM 30Hbl M HE UMEIOLLLEN BbIXO4a HU3KOBOJIBTHbBIX
Lernemn 3a ee npeaensbl, NIM60 4epes cepTUdULMPOBAHHbIV CETEBOW MOMEXONOAABNALWNN GUNbLTP, obecneymBa-
IO 3aTyXaHUE NO MacnopTHbIM AaHHbIM He MeHee 10 ob B ananasoHe yactoTt 0,15-1000 My, MNMpwn aTom ceTe-
BOI PUNBLTP N OTXOAALLNK OT HEFrO CeTEBON Kabesb A0MKHbI pa3dMellaTbCa B KOHTPOMPYEMOMN 30HE Ha PacCToNA-
HusAx oT NM3BM un ot cuntbiBaTensa AHI He 6nunxke 3HaYEeHWIA, MPUBEAEHHbLIX B nepedncnenmsax 12) u 13) cootseT-
CTBEHHO. 3asemneHne punbTpa AOKHO NMPOBOAUTLCA HA KOHTYP 3a3eMJIEHUS, PACMONIOXEHHbIN B Npeaenax
KOHTPOJINPYEMOW 30HbI;

15) 3azemneHune N3BM c yctaHoBneHHbIM ANTM/A3 HE06XOAMMO OCYLLLECTBIIATL HA KOHTYP 3a3EMJIEHUS, pasme-
LLEHHbI B Npeenax KOHTPOJNPYEMOM 30Hbl N HE UMEIOLLUIA FaflbBAHUYECKNX KOHTAKTOB C APYrMMU TOKONPOBO-
OALWMMN KOMMYHUKALMSAMU, BBIXOAALWMMN 32 NPeSenbl KOHTPOAMPYEMON 30HbI;

16) ANIMA3 MOXeT aKCchyaTMpOBaTbCs B MOMELLEHUSX, FAEe BeAyTCs pasroBOpbl, CoAepXallne CBeOeHUd,
COCTaBNgOLWME rOCYAAPCTBEHHYIO TaliHY CO CTEMNEHbIO CEKPETHOCTU A0 «COBEPLUEHHO CEKPETHO»;

17) nogkntoveHne NBBM ¢ yctaHoBneHHbIM ANTM,3 K IMHUAM CBA3U, BbIXOAALWLMM 3anpenesibl KOHTPOIMPYyeEMOM
30Hbl, HEOOX0AMMO OCYLLECTBAATL Yepes3 cepTUdPULMPOBaHHbIE CpeacTBa Kpuntorpadmnieckon saluTbl MHPOP-
maumn (CK3W), ycTaHOBMEHHbIE B Npeaenax KOHTPOANPYEMOM 30HblI HA paccTtosHuu ot N3BM ¢ ANMMA3 v ot
cuuTtbiBatens AHI He meHee ykadaHHoro B 13). MNpu ncnonb3dosanHnn CK3W, BcTtpaneaemsbix B [NOBM ¢ ANIMA3,
Heobxoaumo obecrneynTb B NMpeaenax KOHTPOMPYEMOWN 30HbI rafbBaHUYECKYIO Pa3BA3KY MeXAy KaHabHbIMU
uenamm CK3U n nnHuen ceasun, BbIXOAALWEN 3a Npenesbl KOHTPOJIMPYEMOW 30HbI;

18) npwu akcnayaTtaumu ANIMA3 3anpew,aetcs BHOCUTb UIBMEHEHUS B €ro KOHCTPYKLMIO U paboTaTb C OTKPLITOMN
KPbILLKOV cMcTeMHOro 6noka N3BM.

Kommepuyeckas TaiiHa [epcoHanbHble AaHHbIE locypapcTBeHHas TanHa
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